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Monthly Websense Email Security Threat Brief 

Malicious social engineering just doesn't seem to go away 
and looks like it won't any time soon! This month has been a 
testament to that with all the different tricks being used. We 
saw lures involving Facebook, iTunes, Amazon, Adobe, and 
even job applications.  

Early in the month a campaign of malicious emails enticed 
users into installing a backdoor. The fruit of temptation was 
a Facebook toolbar which was spread via a link in the email; 
the link even led to a file named toolbar.exe.  We also 
reported on a campaign of malicious attachment spam which 
claimed to be iTunes gift certificates. There were also 
messages from supposed job hunters which were sent out in 
a large email campaign which greeted the unfortunate 
victims with a rogue AV installation.  

Lastly, we saw the ever-present threat, Zeus, sending out a 
clever new campaign of emails. This campaign took great 
care in tricking victims into downloading malware. These 
Zeus messages contained a PDF attachment as well as a link 
to a malicious executable file in the email message. To make 
the messages more believable, they were made to look like 
forwarded mail from a security director within your company 
which explained that Adobe Reader needed to be updated. 

 

Fake Adobe Reader Updates 
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KEY STATS 

Threats ñin the mailò this month: 

¶ 4.4 billion messages processed by the Hosted 
Infrastructure (over 143 million per day) 

¶ 84.7% of all email was spam 

¶ 93% of spam included an embedded URL 

¶ 204 thousand instances of 81 unique zero-day 
threats stopped by ThreatSeeker before AV  

¶ 0.3% of spam emails were phishing attacks  

How Websense is addressing these threats: 

¶ 99.7% spam detection rate. Websense Hosted 
Email Security provides 99% spam detection 
Service Level Agreement.  

¶ Average false positive rate of 1 in 663,688 

¶ 26% average daily threats protected using 
ThreatSeeker intelligence before AV signatures 
were available 

What this means: 

¶ The threat landscape is dangerous and growing 
more sophisticated. 

¶ Websense is on the forefront of finding these 
threats including the increasingly pervasive 
blended threats. 

¶ Most importantly, Websense is ideally 
positioned to address these threats with our 
market-leading Web security expertise, which 
drives our leadership in protecting from 
converged email & Web 2.0 threats. 

 
 

Monthly Email Trends from the Security Labs

 
  

Figure 1: Embedded URLs in Email 
Understanding how Web URLs in Email are classified 
is crucial to stopping converged threats 

Figure 2: First to Detect 
Because of the ThreatSeeker

TM
 Network, our Email Security customers are protected 

hours, and often days, before other security vendors provide a solution. 

http://community.websense.com/blogs/securitylabs/archive/2010/05/11/don-t-use-that-new-facebook-toolbar-i-mean-backdoor.aspx
http://community.websense.com/blogs/securitylabs/archive/2010/05/07/buying-itunes-gift-certificate-malware-spam.aspx
http://community.websense.com/blogs/securitylabs/archive/2010/05/12/new-malspam-please-review-my-cv-thank-you.aspx
http://community.websense.com/blogs/securitylabs/archive/2010/05/18/zeus-is-forwarding-adobe-updates-again.aspx
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Figure 3 - Percent of email that contains spam (Average 84.7%) 
While this figure fluctuates, this signifies that a very high percentage of incoming email is indeed spam.  
Without a strong email security solution, customers will experience bandwidth and storage capacity issues, 
frustration, and a drain in productivity, not to mention exposure to significant security risk. 

Figure 4 - Percent of spam detected (Average 99.7%) 

This is evidence that we are consistently maintaining a very high spam detection rate.  Customers should 

be very confident that with Websense they are receiving the best in anti-spam protection. 

Figure 5 - False Positive Rate (Average 1 in 663,688)  

This shows how Websense is consistently maintaining a very low false positive rate. 

While Websense is catching a high percentage of spam, customers are rarely inhibited by messages 

falsely landing in a spam queue.   

 Why Websense Email Security? 

- The Websense ThreatSeeker 

Network provides the 

intelligence to proactively 

protect against spam and 

malware ï far ahead of 

traditional anti-spam and anti-

virus alone. 

 

- Todayôs pervasive blended 

threats are best matched by 

integration of best-in-class 

Websense Web security with 

email security for Essential 

Information Protection. 

 


